DeepL DeepL Prol IR THE, LV RERVAXDLET 7 ANVEFRRTE £,
L <1, www.DeeplL.com/pro Z T < 72 &V,

\LY | e —

SFD (HEligzkrrasr 7 23
) a7 fERETIR

2020F- &0, T AT AT =7 CAGHHEm 2 {Ri#E (SFD) D¥r LW\ Ffe &

FEATAHZ LEZBHOELET, SFDOFX 2FHT57-0I12i%, FHEC
SFDDO Ny 7 v RiZa—HF—Fk4E L TEBMLERH D £9,

SFDDIH

VW27 )L — 12810 28Tz L0 . BEEICERIT 27 — 2 REOERNE £ -
TWAHZEDRHLNIRY E Lz, T, ElEZWE e T 7 v a o4 bR
TT, WEROFIE Bfrou /A4 a—Rkdex=2VT7 47 78 AOFEML)
X, BITPRFHEICES L CWEY A, 20204, MQB37W (=/178) OHihk
ANZEFYI 2, ERZWiREEZ IR T 572012, SFDOFNENR T Z o REEWTHY 12 E

Aéhé%mf?o

SFDIF2 >0 7 mny =/ NAT—VTEHEAIND TETT,

AT —INF, HIEEENORESINTEZHA 7V b7 7B AR#EL, =
DT 78 ADEN L)L TORGEREME TR SN TV E T, HEEMAIL, FFED
avbhe—la=y hEeBEAT V27 ML TERIND, REEMIL, FFE
DEZIAHBT—ER (a—FT 47, (i, N"TA—FEE) BILONW—F IR
ESNET, BFOFHARY I —ERX (v be—lLa=y b XU FAEY O
L7 E) X, SFDTIRESNFEFHA, 77— b —F—DF—X A ) T %
WeT—H AN T DFE T a— R 77y aBIWERETT v T — R
TIIVT, BT Ty aT—20vF=2 T 4 ORESL ., SFDIC X » T
BAZITER A,

AT —21201%, AT =10 L LT, VAGlT/\/7I/}\/7§7‘A<E:I/]*H
—)la=y NEOZWT —Z DO RV —x RORHEIZ LT Y DO
AR X AN EENTWET,

Lth ARENNERDM LT U A~NDT VB AR TEXH LT H-DI1C, 1T
X2 VT o MRIIR r— AR E T A MNERH Y £9, FDmd, 3
FRE AT AMERH Y, FIZIE, LFOL IR HFIECEET LI LN TEET

[e]

e PKIZ—F


https://www.deepl.com/pro?cta=edit-document&pdf=1

@ SFDD 47 10— BBy 27 A — 2T v ny s F ﬁi@
J”/E\ SVS.YEM

o SecurlD-7—F
o TJUHALNAT—=REENTHT TV r— 3 (B Google
Authenticator. Microsoft Authenticator) .




@ SFEDD 47 11— R A5 A H— AT 1w 7 F ﬁ%
J”/E\ 5VS7EM

L. BYIOBATERM T, T4 —7— « R—=Z )VOFARFIC2—P—4 L /3R
J— RIZEX D WVERGENEASI TS, F—T « T —)b « R—Z )T L 55
RIBFE~DOBATIZ., TN EWITLTED NS TETT,

SFDDALBRTIX, HMBZWIT AZ —=NA T A VB SNTND Z EBNBETT,

SFDDOEERE
2ODTEPRIENET: AL T A AERILB L OA T « T4 L OIEFR(L, 477

A DOIEFAGIZ, BlZIE. V—2 3 ay TOERMZET AZ—DOF 2 T4 kN
AR TE 2 o P87+ —N "y 7 V) a—3 9 0 TF,

1. 30T T I T 4_R—Vay (BRES—XR)

=% ™

Diagnosis tester (e.g. ODIS) SFD back end Control unit

» sending request to the SFD back end » creating and signing activation token » checking activation token
» administrating all users users
» Logging accesses for future evidence
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VOLKSWAGEN AG Dealer portal.

Local administration . s P
Portal Administration.
Edit data of the organization

Create new user
B Basedata B Applications

Assign applications

Allowed applications

+ Marketingportal
M administrate + ODIS e5hop
+ Online-Produkttraining {Volkswagen Welt]

+ Service Key

- SFD
Standard-Rolle

+ Volkswagen Info
+ Voikswagen Nutzfahrzeuge InfoNet

+ Volkswagen ServiceNet

+ Wartungskalender
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VIN |(WVWzz
¥ Using guided fault finding

Group system login
User name DP*

Password  eeess|

Please log into the Group system in order to perform a task-based diagnosis.

Startdiagnosis | | Coninue diagnoss |

(B Seff-diagnosis
&3 Testinstruments
L
S0 ESY OV LAN b))
Protocol ¥
Data ¥
Extras ¥
Help »

.
Information %

Copyright by Volkswagen AG. All rights reserved, especially but not kmited to duplication, distnibution and making publicly available.
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conmm[m[mss[m['rwpﬁn’ Seoie [Speddiundom
Tests for the complete vehicle.
Status Tests
0025 - Immobilizer functions
-
005F - Information electronics 1| J794
-
Software version management
- Protocol ¥
-
Data ¥
| - e
Extras ¥
-
- o i =
SYSXX1_0711_X_SERVICE42_SG_CODIEREN@00011 =1l informaton |
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&5 Offbosrd Diagnostic Information System Sepyie - 523 & " e > =@ 8 |
Importer: Vehicle identification no.: WVW " E \°
Dealer: Engine: all engine codes *
Job: - 6 v
!D!SS .ﬂ ’Sequeme Operating modes Y=
S |
Login
Next the data will be transferred oniine
For this, a connection must be set up
- Connect vehicle diagnostic tester with appropnate hardware to your online network
- Next, enter user name and password
Dane/Continue
L
Protocol ¥
Data ¥
Extras ¥
Help ¥
Information ¥
[—,@ ‘ Help ” ] [ m
i Executon of e test ="

SFDClRiES NI T Ny Zary b —a=y FPEZIALBIEDT-HIZ BEIIZ
B, a—F 4 VI PERICFEITINE L,

] °
Dealer: Engine: all engine codes t‘!
Job: . 6 v
! Diss l T—PI‘[ [ Sequence
Code control module online (S42) \‘ » Done/Gontinue |
Evaluate condition
Coding of the system Airbag was not successful
(a3 Testinstruments
a Info
L
Protocol ¥
Data ¥
Extras ¥
Help ¥
Information ¥
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Importer: Vehicle identification no.: wvw 4
Dealer: Engine: all engine codes —’ 1! \°
Job: == 6 v

Controt units | Results | Operating modes Y=

Measured values - Show measured values

0015 - Airbag (UDS / ISOTP / SWAS59655A / 0500 / 006 / EV_AirbaVW40SMEVW38X / 001024)

Name Value Identification -
[MAS18157)_SFD activated status Actuator diagnosis i 453 Testinstruments
Basic setting
Role of vehicle diagnostic to be protected No activation active Coding cycles | & Info
Code bus master o
Type of vehicle diagnostic to be protected No activation active Measured vaiues s ' L@ Admin E
Adaption EREETI
Status of vehicle diagnostic to be SFD individ feature set
Protocol ¥
Duration of vehicle diags to be pi No activation active
Data ¥
Extras ¥
Help ¥
Sr= Zars Information ¥
[ || = ‘ ( | i
. - 3
0019 - MW 0015 - MW P4 !»\ ‘E{\ »Q‘
| EV_AbuVWAOSMEVWSSX_001028_d Reading messured yakues: (0%) &
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&5 Offbosrd Diagnostic Information System Seice - 523 & . = . } - =20 |
Importer: Vehicle identification no.: WVW
Job: e o 4

¥ |
| Controt units | Results

Measured values - Show measured values

10015 - Airbag (UDS /ISOTP / SWA959655A / 050000

Name
[MAS18157]_SFD activated status (a3 Testinstruments
Role of vehicle diagnostic to be protected qi  Activation information & Info
Role currently activated  No activation active |
Type of vehicle diagnostic to be protected d Activation type No activation active QMM 5
Minutes currently left No activation active |
Status of vehicle diagnostic o be protected SRl Acivation status SFD individualization feature set

Duration of vehicle diagnostic to be protected

Data ¥
Extras ¥
Help ¥
7+LE‘ Information ¥ |
0019-Mw‘[0015-MW’ E @ @
| EV_AbuVWAOSMEVWSSX_001028_d )

KIZ, T4 —TF—R—=EZrpul A AEHEfEoTa /A4 LET,

Importer: Vehicle identification no.: wvw
Dealer: Engine: all engine codes
Job: -

i ]
J[Comrolmi!s Results|
|

Measured values - Show measured values

‘ 0015 - Airbag (UDS /1SOTP / SWA959655A / 0500 / 006 / EV_AirbaVWA40SMEVW38X / 001024)

Name
+ [MAS18157]_SFD activated status

Refresh
l now (a3 Testinstruments

Role of vehicle diagnostic to be protected

Type of vehicie diagnostic to be protected 0 s @N’ﬂ*l ®
Status of vehicle diagnostic to be protected
Protocol ¥
Duration of vehicle diagnostic to be protected actvationag|| Username DP12345
Password  eeees| Bt %
Extras ¥
Help ¥
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5 Offiosrd Disgnostic Information System Semice = 523 - . i - Y _ Wy TW W =90 -
Importer: Vehicle identification no.: WvWw “’ t \°
Dealer: Engine: all engine codes !
Job: - 0 v
{ | y - -
| Controt units | Results Operating modes £
Measured values - Show measured values
0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV_Airba)
Name Value
[MAS18157]_SFD activated status (=3 Testinstruments
Role of vehicle diagnostic to be protected Basic & Info
Type of vehicle dlagnostic to be protected Short: time-co s ’QM"“" ®
Status of vehicle diagnostic to be protected SFD indivi
Protocol ¥
Duration of vehicie diagnostic to be protected  [VO]_89 min
Data ¥
Extras ¥
Help ¥
Information ¥

S X [» @ o

| EV_ ArbaVWAGSMEVWSSX_001025_d —

3. HC2WioE¥E . FEICTSFDZEEIT (771 V)

HEZWT AZ =T =7 a7 Ry NT—T~DF 2 TA R TIRNG
(7 7 AFEE Z@IN L%, [~==2T7LASFDT7T 7T 4 _X— 3| ZiE ?Rbi
KR

€5 Ot Dot omuion sy o323
Importer: Vehicle identification no.
Dealer: Engine:

Job: -

7 ]
| Controt units | Results
| |
Measured values - Show measured values
0015 - Airbag (UDS / ISOTP / SWAS59655A / 0500 / 006 / EV_Airbay

Name Value
[MAS18157]_SFD activated status

Role of vehicle diagnostic to be protected No activation Activation information
Role ", fivated  No activation active
Type of vehicle di lic to be d No activati Activatl No activation active
Status of vehicle diagnostic to be protected SFD individua SFD individuak i ot

Duration of vehicle diags tobep No

) [=]

0015 - MW

BV

001028_d

TIT 4 R_XR—=2 gy« b= UNEFEERIN TR WEATEL., ROERIZ Tz
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{5 Offbosrd Diagnostic Information System Seqyice - 523

= = 5 = lol@] 3
Importer: Vehicle identification no.: WVW A t ©
Dealer: Engine: all engine codes !
Job: - 0 £

f ]

| Control units | Resuils | Operating modes &

Measured values - Show measured values

0015 - Airbag (UDS / ISOTP / SWAS59655A / 0500 / 006 / EV_AirbaVWA40SMEVW38X / 001024)

(a3 Testinstruments

= D sl |
Name v
4 [MAS18157)_SFD activated status 0 now
Role of vehicle diagnostic to be protected Nd| ! — | ¥ incydes
Application case "Manual SFD activation' is being executed...
Type of vehicle diagnosiic to be protected N 0 s
Status of vehicle diagnostic to be protected SE

Do you have a valid SFD token for the following control unit?
21- Airbag

Duration of vehicle diagnostic to be protected No actvatio

-
(=] <

0015-MW, : x '

| EV_ArbiaVWAOSMEVWSSX_001028_d

‘ Info
’ ) Admin

Protocol ¥
Data ¥
Extras 3
Help ¥
Information ¥

SFDNNy 7V RINT T 4 X—=a v =0 U AT D7D,
2=y MPERT DT 7T 4 _X—a ) 7= A MEENPKETT,

oy ha—)b

Z DFEEIRE

7V v TR=RIZabt—+230, 77 A MMRETHIENTEET,

= = = = = =@ 8
Importer: Vehicle identification no.: WVw 4-’
Job: = 0 Y
[ | -
| Controt units Resuts | Operating modes £

Measured values - Show measured values

Use the SFD IT backend to generate an SFD token from the activation query structure.

To do this you must have a valid account in the SFD |T backend.
0015 - Airbag (UDS / ISOTP / SWA959655A / 0500 / 04

Activation query structure:

65367334060D2806010401990A8D110A01007153235453522D54535231392E30
4 [MAS18157]_SFD activated status 332E31393135373230303330000000080000016DCFBAOSEQ

Name

Role of vehicle diagnostic to be protected
Type of vehicle diagnostic to be protected
Status of vehicle diagnostic to be protected

Duration of vehicle diagnostic to be protected

) (=]

0015 - MW 7? T

|EV.

001028_d

£a3 Testinstruments

6 Infa

U Admin

Protocol ¥
Data ¥
Extras ¥
Help ¥
Information #

FOW%., T4 —F—FR—F)LT ISFD| 77V r— a3 o ZEWTL
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VOLKSWAGEN AG Dealer portal.

Welcome.

B administrate

[

B Applications ystem messages B Notifications

Please select one of the following applications:

DISS Monitor

Elektronisches Service Auskunftssystem (ELSA)
EisaPro

Feedback Monitor

Lokale Benutzerverwaltung

0DIS eShop

Volkswagen InfoNet

Volkswagen ServiceNet

You can access these applications via internet -
Feedback Monitor

| avale Renntyacvanwmaltiinn

ZTD%., SFDXy 7= RO b—27 VAERYA T 78 ALEd, £ Z THEAN
ELET 7T 4 _X—2 a7 A O EERERIESZ AL, 7T F

SFD - Vehicle Diagnostics Protection This system is classified as confidential!

%

TOKEN RETRIEVAL @
® > Token retrieval > Manual SFD activation

This screen provides the fallback solution to retrieve SFD tokens for unlock request structures.

Q© Here you can enter the unlock request structure (hex) for the token:

65367334060D2B06010401990A8D1110A01007153235453522D054535231392E30332E31393135373230303330000000080000016DCFB/

Or upload the unlock request structure (hex). Only text files (.txt) can be uploaded:

CLEAN UP REQUEST STRUCTURE

Please select the brand of the vehicle:

Volkswagen X |w

Please enter the 17 digits VIN of the vehicle:

WVWZi

REQUEST A TOKEN

Token output (hex)

WBEIRT VT 4 —ar h—27 %, TRequestatoken] #7 Vv 745

- 14-
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SYSTEM
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This system is classified as confidential!

TOKEN RETRIEVAL @

REQUEST A TOKEN

Token output (hex)

7f218201d17f4e495f290170420d4445555657475053460000000b7f4¢33060d2b06010401990a8d110a01000153225453522d5453523139
2e30332e313931353732303033300201010000016dd48b607e5f37820180360a75eda24e29177e077b2b23d7a76a6852bcaf15dafd176019
60c62d6b08e78f8ccSacB64149%fcadbafSdfc3623333bbdf96f9f481d08353b5d83d7f06a80db1adf8002a118bc25b8ea8246859dc4f0c54ed
2688e31eeald5b154567693dc1ec839863508e51d4c26ca77c08feaf50080be3734f759fc1e8c2d872e3e95341340df8027fae57624c69ada24e
5f11e99aa820adal03b3454fa4f29a0d58216275e86bfc8fe53d7a0ab8celfaf1a182bc96f4440a1d541c8652¢f882ef67d614ecfeebfeB8dfe6b8
47e615822b18e64674371c9b72fefec15fe21a2421e2eb370a7¢8066500716a52f70b4bb7abe6f16ce2cbdfbfa7983a519¢a18363f7e65¢cfe546
b827f6072a61cde2de768f7d2a69{359c8a1f9b6de939¢c52b6ddd7c5cd7bbdelacbfd5e83cd6df21e3chbd6a5608975ab5006d3f2b75¢3afed55
fd02954292c1ae0f6adeB8616c1f8e5c973be70f70a494c0d0857a6783c27b743d90bff251ef8aea%9ab6701ac5d2eaBb7e845e3517a1b1faa7a96
2371e857eb76de69b0272ba

& DOWNLOAD TOKEN COPY THE TOKEN TO THE CLIPBOARD

ODISIZRY . MERT 7T 4 _— gy h—7 LS, ROERMIZ NIy
| EEZTLTEEN,

€3 Offivosrd Diagnostic Information System Sepce - 523 o & B
Importer: Vehicle identification no.: wvw S
, @ e
Dealer: Engine: all engine codes
Job: - 0 Y
Controt units | Results Operating modes J=

Measured values - Show measured values

P ) Self-diagnosis
0015 - Airbag (UDS / ISOTP / SWAS59655A / 0500 / 006 / EV_AirbaVWA40SMEVW38X / 001024) |Access authorisation =] | &)

I
§ & Pr sk
Name Vai— et Refresh
4 [MAS18157) SFD activated status ‘ o now } | &3 Testinstruments
Role of vehicle diagnostic to be protected Nd | 4 incycles : @ Info
Appilication case ‘Manual SFD activation' is being executed... —
Type of vehicle diagnostic to be protected Nd | 0 s | |4 Admin ;
= 0 =
Status of vehicle diagnostic to be protected SH| —
1| Doyou have a valid SFD token for the following control unit? Protocot ¥
Duration of vehicle diagnostic to be protected No3d G Y| 21- Airbag
@ Yes No Data ¥
‘ - == Extras ¥
Help ¥
| | Information ¥
(o | | - | < ‘ -
0015w X [» = [0
EV_ArbsVWAOSMEVWSSX_001028_d Readeg messured vakies: (100%) —

RIZ, 77T 4= ar b= 07 )y TR=—FEIIT7ANVIPBASLET
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5 Offbosrd Diagnostic Information System Seqyice - 523 . L les ] 8 |
Importer: Vehicle identification no.: WvWw 4
Job: - — . :

| Control units | Resis T = Operating modes =

Please copy the SFD token to the text field and then activate the control unit.
Measured values - Show meast

SFD token: | Paste from clipboard| | Paste from fle

0015 - Airbag (UDS /ISOTP / 5WASH

Name

4+ [MAS18157)_SFD activated status

Role of vehicle diagnostic to be g

Type of vehicle diagnostic to be
Status of vehicle diagnostic to bé
||

Duration of vehicle diagnostic to |

Data ¥
e
Help ¥
#)=) E——
— % [» B 0
EV. 001028_d -

THEELSZEW,

BT IT4R_R—varyb—7 0% avyvip—laz=oy MZEBEDOH DT, 1EIOH
ERRRE T !

4. 2 krn—)a=y FOBa Y Y

A P& SERR 2T 5% 6. SFDThi# S o=y M, 2ty
aryORTRICHBIMICE vy 7 SES, ZRUADOEEIT, BB 5905510
OB v 7 SRET,

72770, bW TwWwbaryfog—la=y b [y hp—la=y N&2T7 oy 7| R
BRIV ITAHAZLT, aviio—la=y NEFEITHErR Yy TH5Z LY
AIHETT,
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SERVICE

&5 Offbosrd Diagnastic Information System Seqyice - 523 g . - L ! : 2 I @lis |
Importer: Vehicle identification no.:
Dealer: Engine:
Job: - |
¥ ] | =
| Control units | Results | Operating modes z
| |
Measured values - Show measured values
0015 - Airbag (UDS /ISOTP / SWA959655A / 0500 / 006 / EV]
Name Value
[MAS 18157]_SFD activated status (=3 Testinstruments
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